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California data breach notification law is credited with bringing to the publics notice large data breaches within
the private sector, including at information resellers such as ChoicePoint and LexisNexis last year. Although we
do not know how many instances of identity theft resulted from last years data breaches, the Federal Trade
Commission has previously reported that the overall cost of an incident of identity theft, as well as the harm to
the victims, is significantly smaller if the misuse of the victims personal 20 information is discovered quickly.
Arguably, the California law may have mitigated the risk of identity theft to affected individuals by keeping
them informed about data breaches and thus enabling them to take steps such as contacting credit bureaus to
have fraud alerts placed on their credit files, obtaining copies of their credit reports, scrutinizing their monthly
financial account statements, and taking other steps to protect themselves. The chairman of the Federal Trade
Commission has testified that the Commission believes that if a security breach creates a significant risk of
identity theft or other 21 related harm, affected consumers should be notified. Breach notification is also
important in that it can help an organization address key privacy rights of individuals. These rights are based
on the fair information practices ( see attachment 2 ); these principles have been widely adopted and are the
basis of privacy laws and related policies in many countries, including the United States. In particular, the
openness principle states that the public should be informed about privacy policies...
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